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Introduction To Virtualization

 In a general sense, virtualization, Is the creation of a
virtual, rather than an actual, version of something.

— For example, you can take a virtual tour of the White
House by going to http://www.visitingdc.com/white-
house/virtual-tour-white-house.htm

— In other words, you can take a tour of the White House
without actually going to the White House and taking the
tour.

« From a computing perspective, you might have
already done some virtualization If you’ve ever
partitioned a hard disk drive into more than one
“virtual” drive.

’
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Introduction To Virtualization

« More generally, In a computing environment,
virtualization will create a virtual version of a device or
resource, such as a server, storage device, network or
even an operating system where the framework divides
the resource Iinto one or more execution environments.

 Virtualization is part of an overall trend in enterprise IT
that includes autonomic computing, which Is a scenario in
which the IT environment will be able to manage itself
based on perceived activity, and utility computing, In
which the processor’s power iIs seen as a utility that
clients can pay for only as needed.

(o
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Introduction To Virtualization

 The typical goal of virtualization is to centralize
administrative tasks while improving scalability and
work loads across a system or network.

 Virtualization In a computing environment can be
present in many different forms, some of which are:
— Hardware virtualization
— Memory virtualization
— Software virtualization
— Data virtualization
— Network virtualization
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Hardware Virtualization

« Hardware virtualization is the execution of software Iin an
environment separated from the underlying hardware
resources. There are four primary categories of hardware
virtualization:

— Hardware-assisted — where some support for virtualization is built into
the underlying hardware. For example, Intel VT-x or AMD-V
processors.

— Full virtualization — provides a sufficiently complete simulation of the
underlying hardware to allow software, typically a guest OS, to run
unmodified.

— Partial virtualization — some, but not all of the target environment is
simulated. This may require that some guests be modified in order to
run in this environment.

— Paravirtualization — a virtualization environment in which the guest OS
requires modification to run in exchange for higher efficiency.

#
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Software Virtualization

« Software virtualization 1s most often viewed from the
perspective of OS virtualization. This allow for the hosting of
multiple virtualized environments within a single OS instance.

« Application virtualization allows the hosting of individual
applications in an environment separated from the underlying
OS.

* Virtual machine (VM) is a software (possibly hardware
assisted) implementation of a computer system that executes
applications like an actual computer.

#
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The Benefits Of Virtualization

e Server consolidation:

— One of the primary benefits of virtualization software is
that it allows you to increase the scale of your server
Infrastructure without purchasing additional pieces of
hardware.

* Energy conservation:

— In addition to savings in hardware costs, virtualization
software may also save you money on your energy bill.
According to Energy Star, the energy costs for running a
server for a year will soon exceed the price of acquiring it.

#
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The Benefits Of Virtualization

» |Improving ease of management:

— Managing virtual machines Is a lot easier than
managing “real” machines, since hardware upgrades,
for example, can be done with the click of several
buttons, rather than having to power down the
machine, install the hardware, verify the change, then
power up again. Moreover, managing virtual machines
can often be done via a console server, thereby
reducing the time needed to deploy them.

»
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The Benefits Of Virtualization

» Reducing backup and recovery time:

— Since virtual machines are essentially files, backing up
and restoring them is a lot less time-consuming. And
while the files can be huge, a directory of many 2-
GB files is still easier to restore than a real machine of
the same specifications. Moreover, hardware failures
— such as a failed hard drive — will not affect virtual
machines in the same way they would a physical
machine. (Of course, the real hard drive on which the
virtual machine reside needs to be backed up as usual.)

¢
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The Benefits Of Virtualization

 Testing software configurations:

— Another way you can use virtualization software is for
testing software configurations before deploying them on a
live system. If you needed to verify whether a program is
Incompatible with your existing setup, for example, you
may try testing in on a virtual machine first. This can be
Immensely useful for organizations that have legacy
systems or applications and must test out systems before
deploying them. Virtual machines can also interact with
one another in virtual networks, allowing you to test server-
client applications virtually.

(o
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The Benefits Of Virtualization

« Maintaining legacy applications:

— If you do have old applications that have compatibility issues
with newer software or that must run on a certain version of an
operating system, you can dedicate a virtual machine just for
those tasks. That way, your IT architecture and planning won't
be constrained because of a few applications.

« Maintaining a cross-platform office:

— It is not uncommon for offices that run mostly Macs to need to
run one or two Windows-only programs; in this case, virtual
software can be an affordable, easy way to do this. Note,
however, that the reverse Is not applicable; many virtualization
applications for PCs allow you to run Linux, but not Mac
operating systems.

’
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The Benefits Of Virtualization

« Despite its many benefits, keep in mind that virtualization
software is not for everyone. There Is a learning curve In
both conceptualizing how virtual machines will function
In your network and organization, as well as managing
them reliably and cost-effectively.

 |If the employees of your organization have trouble with
“real” computers, you may need to consider making
which machine is the guest and which is the host
extremely transparent to your users, or explaining to them
In simple terms how this will affect their day-to-day
work, if at all.

’
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Virtualization Technology

 In the IT world, most virtualization refers to the use of
virtualization software that allows the physical hardware of a
single PC (or server) to run multiple operating systems
simultaneously in virtual machines (VMs).

« The virtualization software simulates enough hardware to create
an environment that allows an unmodified guest operating system
(the one running inside a VM) to be run in isolation on a host
operating system (the one running on the physical computer
system).

« We’ll introduce you to virtualization using Microsoft Virtual PC
2007 in this course.

¢
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Virtualization Technology

« The diagram on the next page illustrates, at a high-level, how
virtualization works:

— At the base layer you have the hardware of the physical computer
system.

— Above the hardware layer is the host operating system. The
virtualization software runs within the host OS (as an application)
and provides the virtual platform for the VMs.

— An emulated hardware system (which imitates the function of the
computer system) is provided within each VM for each guest OS.
The OS and software within each VM are unaware of the other VMs
and have full access to the virtual platform.

« Page 16 illustrates an actual setting; the one on my office
computer, in which two VMs are running alongside Vista and
DOS.

#
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Virtualization Technology

VM 2
VM 1 VM 3 Other

Windows 7 W'Z”(;j(;’g"s DOS 6.22 Applications

Virtualization Software Virtualization Hardware

Host Operating System

Physical Hardware
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Drawbacks Of Virtualization

« Unfortunately, there are also some disadvantages to
virtualization. These include a drain on performance, limited
scalability, and common hardware.

* In most cases the benefits of virtualization out weigh the
drawbacks, however, you need to be aware of the
disadvantages when considering virtualization so that you
can make an informed decision as to the use of virtualization.

+F ( Y
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Drawbacks Of Virtualization

Performance Issues:

* Virtualization software adds a certain amount of overhead to the
computer system on which it is running.

» Determining the overall Impact that virtualization software
Imposes Is a difficult task, but generally speaking, virtualization
software has a minimal impact on processor and memory
performance. A more significant impact is imposed on the disk
and networking performance of the system.

Scalability:

« Most virtualization software is scalable to multiple VMs in the
same physical system, however, almost all are uni-processor
systems and limited to the amount of physical memory of the host
system and can only run 32-bit OS.

’
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Drawbacks Of Virtualization

Common Hardware:

 Since the only physical hardware on which the VMs run is
the same for all VMs, this represents both benefits and
drawbacks when it comes to virtualization. Rapid
provisioning and system flexibility are benefits of a common
hardware arrangement. However, if the OS and application
that you want to virtualize are not capable of running on the
system hardware or require other hardware, you’re out of
luck with virtualization.

19 [ ]
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Common Uses Of Virtualization

« Virtualization does not lend itself to all situations. As an IT
professional you will need to know how to recognize
situations In which virtualization can be beneficial to an
organization.

 |n addition to the areas we’ve already mentioned, the most
common areas in which virtualization can be readily applied
are. application development and testing, training,
demonstrations, and help desk environments.

20 [ ]
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Common Uses Of Virtualization

Application Development and Testing:

 Virtualization allows software development to run multiple VMs
rather than multiple physical machines.

« When developing and testing an application, the developer might
need a network of machines: a database server, a transaction
server, and a client. Virtualization could be used to run this
network on one physical machine.

« By using rapid provisioning, the developer can quickly and
economically create the necessary network infrastructure.

« The developer can repeatedly test the software inside of VMs with
the ability to quickly return to a clean, known state after teach test.

’
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Common Uses Of Virtualization

Training:

« Virtual machines are great tools for implementing training and
learning. Training employees about new OSs and computer
applications involves extensive amounts of time and hardware.

— For example, if you were training students to be network
administrators, you would need to provide students with access to
demonstration networks. You would need to acquire enough
hardware to supply isolated computer systems and the network
Infrastructure to provide an authentic training environment for each
student. Either you or your students would need to install the OSs
and configure the computer systems appropriately.

(o
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Common Uses Of Virtualization

Training (continued):

* In many training environments, the trainees will be changing the
system configuration. What happens if they do something
accidentally wrong? You don’t want this happening on the
physical system.

e Virtualization can reduce the amount of hardware needed for the
necessary training environments.

« Allows for almost instant restoration of the training environment by
using undo disks and differencing disks to discard changes made by a
trainee.

« Multiple VMs allow for different learning environments to be running

simultaneously on the same hardware.
r
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Common Uses Of Virtualization
Help Desks:

» Help desks must support several varieties of hardware and software
configurations. The combinations of multiple Windows versions and
various applications becomes unwieldy.

e Help desk personnel must maintain multiple computers or restart their
computers to support people who use various configurations. They
might not even have access to a configuration that a customer is using,
and so they must guess or fly blind with their assistance. Customer
satisfaction can suffer under these scenarios.

« Using virtualization, help desks are better able to duplicate users’
environments, including the OS and applications. For example, help
desk personnel using Vista can support previous Windows OS by simply
starting a prebuilt VM from a saved state, which takes only seconds.

’
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